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ABSTRACT:

In today's digital world, the Internet is revolutionising the way we work, learn, and interact.
E-Government and business may be effectively linked through the cloud since it allows for
the sharing of resources such as infrastructures, software, and applications between
departments. A number of governments are struggling to keep track of unresolved papers
that have been brought to the attention of the authorities as well as document verification
for a variety of statements that they have been unable to address over the course of the
year. Using cloud-based e-governance to solve these problems and improve e-governance
services is essential. Using cloud e-governance software, citizens can easily access
government services and carry out transparent actions. This article investigates India's
experience with cloud computing and cloud-based e-governance, as well as the challenges
of doing so in e-government applications.

Keywords:Cloud Computing Services, India, ITC, E- Governance and Cloud based E-
Governance.

1. INTRODUCTION:

A revolution in communication, education, and employment is underway, thanks in large
part to the remarkable success of the Internet and its rapid expansion (Smitha, K.et al,
2012). Since traditional distributed computing infrastructure is not as flexible, trustworthy,
or high-performing as cloud computing, it's been one of the most significant developments
in the IT sector in recent years (Dash, S., & Pani, S. K, 2016). We can also observe that
governments are taking proactive initiatives to plan new ways of interacting, improve
services, streamline processes, and revitalise democracy through increasing IT spending....
It aims to improve the quality of life for citizens and businesses by implementing e-

governance (Varshney, R. 2019). New developments in cloud computing are making it
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easier for developing countries to establish E-governance services while also improving

the quality of service they can offer their citizens(Rastogi. A, 2010)

2. LITERATURE REVIEW:

"The cloud is a virtualization of resources,” A Singh (2019) explains. "It gives users with
on-demand access to virtualized resources." Additionally, cloud computing's numerous
advantages touch the government sector. As a part of this research, | explore how cloud
computing is becoming more popular in the government sector around the world. K.
Mukherjee and S. Maurya (2018). On-demand access is provided via the cloud's
virtualization of resources such as network infrastructure (e.g., apps, servers, services, and
data storage). The many advantages of cloud computing also have an impact on the public
sector. A. Johar et al (2019) Scalability, availability, and reliability are just some of the
advantages that cloud computing offers. Despite the fact that big data solves many of
today's problems, it still contains substantial weaknesses, or gaps, that create concern and
require rectification. Security, disaster recovery, scalability and privacy are only few of the
difficulties that remain unanswered in the field of data management. All three of J. L.
Zittrain's books (2019) There has been a dramatic shift in public thinking about digital
governance since the late 1990s, and this shift must be taken into account in order to
comprehend where it's going. In A. Clarke (2017) In the face of today's governments'
overpriced and underperforming digital services, as well as lagging digital transformation
goals, Digital Government Units (DGUs) have quickly emerged as a preferred alternative.
When it comes to DGUSs, they share a common set of values and practises that include
agile, user-centered design and open source technology, pluralistic procurement of goods
or services, data driven decision-making, horizontal “platform" solutions, and an emphasis
on "delivery-first" mentality.

) CHALLENGES FOR THE ADOPTION OF CLOUD COMPUTING IN
INDIA:

Two India's big problems with cloud adoption include a lack of data security and internet
availability in rural areas. Because data saved in the cloud needs to be protected to the
same degree as data stored locally, government agencies are focused first and foremost on
maintaining tight control over their data. The secrecy and security of government data is

also a concern, as it is stored on a public network and so vulnerable to interception.
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Because the user's location may be geographically far from the cloud, as well as according
to how fast the internet is and how many people are using the data simultaneously, there is
a second problem with cloud computing. Consumers are also concerned about vendor lock-
in, service provider reliability, pricing fluctuation over time, and other issues. In no way
can a vendor promise that the platform will always be operational.

i) CLOUD-BASED E-GOVERNANCE IN INDIA:

Governments around the world are adopting new methods of participation in the
governance process, and India is leading the way in this shift. India's government is
currently in the process of integrating ICT into its operations (Kumar, P. et al. 2020). All
of India’s state governments are using some form of e-Governance system. E-governance is
becoming increasingly dependent on cloud computing. Cloud computing technologies can
be used to provide cost-effective e-Government solutions. They can be distributed
throughout a wide area, resulting in better service quality for the end customer. Access to
government services is made possible through the G-cloud (Government on Cloud). E-
governance models must be put in place, but they must also be promoted to the general
public (S. Shibu and A. Naik, 2017).

In cloud computing, SaaS, PaaS, and laaS are the three service models that can be used to
provide software, platform, and infrastructure (laaS). It is up to the cloud provider to
choose which service model is most appropriate for a given government requirement.
Services It is necessary that cloud computing services be able to interoperate with one
other and to be scalable, elastic, and portable. Cloud services can help the government take
advantage of these advantages. It is critical that the government's use of resources be
flexible, such that the amount of resources the government uses varies from time to time,
with the government sometimes needing more resources and other times have resources
that are free and unnecessary. Cloud computing's elasticity allows the government to save
money by increasing or decreasing the quantity of resources accessible.

Network Infrastructure Readiness: - When a large number of citizens visit government
websites at the same time, the network infrastructure is able to accommodate the increased
bandwidth demand. When government websites are moved to the cloud, a thorough
examination and audit of all network infrastructure areas is required.

Government Readiness: - Consider whether the government is ready to move to the cloud
before making any decisions. The government has to decide which services can be moved
to the cloud. The government and the cloud service provider must sign a Service Level

Agreement (SLA) that includes all service terms and conditions, as well as security.
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To ensure that the government's data is safe when it moves to the cloud, security is the
primary consideration. It's important to know whether or not a cloud service provider can
provide the same or superior security as a government agency. The following security
problems must be addressed when moving government data to the cloud.

« Statutory Compliance - Make sure to follow all applicable laws, rules, and regulations..

* Data characteristics - Evaluation of the basic security needs for the application data set..

* Confidentiality and privacy — preventing unauthorised access to data and information,
whether by intent or by accident.

* The data should be accepted, comprehensive and correct.

» Governance — Ensuring that the cloud service provider's transparency, security and
management are maintained. « Data control and access policies — ldentifying where the
data is stored and who has access to it. Along with the cloud vendor making sure they
supply their clients with accurate information. Cloud service providers need tools and
procedures that let them to specify and generate pricing schemes, as well as protocols that

support service publication trading and accounting..
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Figure 1: E-governance Model in India
3. METHODOLOGY:
To ease communication between the service provider (the government) and the user, the
government's information system recommends the usage of identity federation and
authentication (public). Additionally, the threat of unauthorised access to critical data
comes not only from invaders but from hostile government workers. Protecting

government information systems' valuable data and information is a top priority for the
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government. When it comes to protecting data and information systems, verifying the
identity of its users is an important step. The process of verifying a person's identity before
enabling them to access a system is known as user identification and authentication.

Using the computer's built-in hardware (hard disc and CPU) to authenticate a device is a
useful method for government information systems, according to this study. In order to
produce a string, we extract the hard drive's serial number and the total hard disc space
using Windows APIs. These strings are then encrypted using a key to generate an
authentication string. It will be stored on the authentication server, together with the user
name and password. The identical string created from the user's computer using the same
technique is compared to the string saved in the authentication server after authentication.
By using this method you may ensure that both you and your machine are authenticated.
Since most government computers are already fixed, this process is easy to implement.
You don't have to buy a separate gadget for this way to work. Hardware device
authentication with login and password for government systems and security was
examined in this research..

Hardware equipment like a CPU, hard drive, or USB device can be used for authentication.
Serial numbers are inscribed on the body of each piece of hardware by the manufacturer
and can be used to authenticate the device. Changing the serial number of these gadgets is

not an easy task.
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Figure 2: Device Authentication Process Diagrams
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For increased authentication security, most government agencies have fixed computers that
can be used for device authentication. An authentication key based on the hard disc serial
number and total hard disc capacity is what this research is aiming to achieve. As part of
the signup process, a unique key will be generated, which will be stored in the
authentication table alongside the user's password. The government's web portal will
prompt users to provide their login and password while trying to visit a government server.
A key is generated from the user's computer using the same algorithm used to produce the
key during registration if the user's login and password match those recorded in the
authentication table. The user will be permitted access to the government web site's data
and information if the generated authentication key matches the authentication key in the
authentication table. A block diagram of the full authentication process is shown in the

figure below..

4. RESULT:

The authentication server is responsible for verifying a user's identity when they attempt to
access government information or data. In order to get into the government portal, the user
will enter their username and password on a client PC and try to log in. The government's
authentication server will check to see if the username and password are valid. The server
will display an invalid message if the user is invalid. When a new user is formed, the client
computer generates an authentication key if the person is legitimate. Client computers are
authenticated by the authentication server by comparing a generated key with a stored key
as well as the user name and password. The server will return an invalid computer error if
the key is incorrect. If the key is the same, the server will allow the user to connect to the
data server and send valid user messages if the key matches. It is now possible for a data
server user to retrieve the information he or she needs after receiving validation from the
authentication server. Examples of this process's applications include government portals
and web-based applications. Information for the general public as well as critical data for
the government can be found on these portals. Same and different strings (keys) are shown

in the graph below.
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S. CONCLUSION:

An information security model for government information systems and security was

developed after an extensive investigation and analysis of the subject matter. The

government's web portal will prompt users to provide their login and password while trying

to visit a government server. A key is generated from the user's computer using the same
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algorithm used to produce the key during registration if the user's login and password match

those recorded in the authentication table. The user will be permitted access to the

governm

ent web site's data and information if the generated authentication key matches the

authentication key in the authentication table. Device-based authentication provides an

alternative and better security in the domain following a thorough analysis of both technical

and adoption aspects of device-based authentication across hybrid cloud architectures.
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